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Trojan infects the user’s 

computer.  Eurograbber 
Trojan intercepts 

communication 
with the bank

Attackers retrieve the 
user’s mobile number and 

infect the mobile device

Bank sends a Transaction 
Authorization Number (TAN) 

via SMS.The Trojan on the user’s 
mobile phone intercepts the 

SMS and forwards it to 
attackers to complete an 

illicit transaction. 

The next time the 
user logs in to the bank 

account, the attackers initiate a 
transfer of funds from the user’s 

account to the “mule” account

Anatomy of Eurograbber Attack


