
 
The unexpected raid and resulting death of 
Osama Bin Laden shocked the world. As al-
ways, spammers were quick to jump on this 
headline, and send a variety of spam mes-
sages leveraging the event. The “Fallout 
from the Death of Osama Bin Laden” section 
includes samples of some of the spam moni-
tored in different languages. 
 
The effect of the Rustock shutdown from 
the previous month continued this month. 
After falling 27.43 percent in March, the average daily spam volume fell another 5.35 percent in 
April. Compared to a year ago , it is down 65.42 percent. Overall, spam made up 74.81 percent 
of all messages in April, compared with 74.68 percent in March.  Going back a year, the per-
centage of spam was 89.22 percent in April 2010. 
 
The overall phishing landscape increased by 15.61 percent this month. Automated toolkits and 
unique domains increased in comparison to the previous month. Phishing websites created by 
automated toolkits increased by about 26.19 percent, while unique URLs increased by 12.29 
percent. Phishing websites with IP domains (for e.g. domains like http://255.255.255.255) also 
increased slightly by about 5.48 percent, and webhosting services comprised 12 percent of all 
phishing, an increase of 10.3 percent from the previous month. The number of non-English 
phishing sites saw an increase of 16.23 percent. Among  non-English phishing sites Portuguese, 
Italian and Spanish were the highest in April. 
 
The following trends are highlighted in the May 2011 report: 
 
 Fallout from the Death of Osama Bin Laden 
 Spammer Wishes You Happy Mother’s Day 
 Let the Games Begin! 
 Free Coins for Online FIFA Players 
 April 2011: Spam Subject Line Analysis 
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 Osama Bin Laden was killed by a CIA-led operation at a mansion in Abbottabad, north of Is-
lamabad. News targeting famous/notorious personalities are often used in email scams. In this 
spam sample, the message is poisoned using the news of Osama’s death. The news snippet is 
glued in an HTML <title> tag which is invisible to the end user. This is most likely due to the 
fact that the spammer uses legitimate news feed to randomize content in the message.  

The link provided in the message has nothing 
to do with the news and directs the user to a 
promotion site as shown in the image here 
(right). 
 
Another spam sample (below) is a typical 419 
scam message where the phrase “OSAMA IS 
DEAD” is used at the end of the subject line 
“Subject: GOODNEWS FROM ROBERT SWAN 
MUELLER III (OSAMA IS DEAD ).”Internet users 
may be curious enough to read each and every 
news item related to the operation carried out 
against Osama. 

 
We also saw related spam attacks in different lan-
guages. In this Portuguese spam sample (see next 
page), the message claims to show unseen footage 
at the time of Osama’s death. It seems that the 
spammer failed to add the malicious link in the 
message. Historically we’ve seen messages such as 
the one shown below perform malicious activity in 
the form of downloading binaries and infecting the 
computer. 

Fallout from the Death of Osama Bin Laden 



  
 
 

 
 
 

Following a historical pattern, we observed more legitimate messages than spam immediately 
following the death. After 24-48 hours however, we saw more targeted and sophisticated 
spam attacks leveraging this event. In this example, the spammer spoofed a major news or-
ganization and sent a message claiming to show uncensored photos and videos from the raid.  

Fallout from the Death of Osama Bin Laden (continued) 



Fallout from the Death of Osama Bin Laden (continued) 

The phishing site shows an auto-running Bin Laden related video in an iframe and asks the 
user to click on a link to download a “complete” video. Clicking on that link forces the 
download of an .exe file that is detected as Downloader:  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Symantec’s Global Intelligence Network observed multiple malicious spam samples In variety 
of languages including Portuguese, French, and Spanish. The links in this spam email dump 
Downloader onto the victim’s machine, which in turn downloads the actual malware. Further 
analysis of these attacks shows that most of the malicious attacks have originated from Brazil, 
Europe, and the United States. Below is a list of the subject lines used in these malicious at-
tacks, which refer to videos and photos of Osama Bin Laden: 

http://www.symantec.com/security_response/writeup.jsp?docid=2002-101518-4323-99


 
 
 
 
 

 

Spammer Wishes You Happy Mother’s Day 

Mother’s Day has presented spammers with a good opportunity to send massive spam cam-
paigns promoting a variety of products. While there were other headline-grabbing events (like 
the death of Osama Bin Laden) that spammers could use, they continued to exploit this holi-
day as well. 

 

Gone are the days when phishing targeted financial brands alone. Phishers today are eyeing 
several other sectors to steal users’ confidential information. For the past few months, the 
gaming sector has increasingly been a target for phishers. Symantec is actively keeping track of 
these phishing sites that spoof gaming brands. 
 
So what’s so lucrative about phishing for gaming site credentials? Gaming sites are popular 
with young generations who are passionate about playing and winning more and more games. 
Many of these gaming sites have a section for paid members that contain members’ exclusive 
games and added features. The primary motive of phishers is to lure users with the hopes of 
stealing their credentials to gain access to the members’ section. Since these credentials are in 
high demand, phishers also intend to sell stolen usernames and passwords on the Internet. 

Let the Games Begin! 



 
 
 
 
 

 

Let the Games Begin! (continued) 

The following are some noteworthy statistics of phishing on gaming sites for April 2011: 
61 percent of the phishing on gaming sites were hosted on free Web hosting sites. 
About 17 percent of the phishing on gaming sites utilized typosquatting domains 
(Typosquatting refers to the practice of registering domain names that are typo variations of 
popular Web sites). 
There were several phishing sites in non-English languages including Swedish, Spanish, Italian, 
Russian, Portuguese, Dutch, and French. 
 

In the past couple of months, Symantec observed phishing sites that spoofed online FIFA 
games. The legitimate game is played by forming a team of footballers purchased with coins. 
The more games you win with your team, the more coins you gain. The popular and more 
skilled footballers demand a higher number of coins. 
 
The phishing campaign was launched with fake offers of free coins to lure online FIFA players. 
One of the phishing sites was purportedly from a player who sympathized with end users who 
struggle with the game. The phishing site contained a message from this fictitious player which 
expressed the embarrassment one goes through for having a team of low profile footballers. 
The message explained that the site would help players generate free coins so that they could 
form a more expensive team of footballers. The phishing site prompted users to login with 
their email address and password to gain up to 10,000 free coins per day. The phishing pages 
featured popular footballers such as Wayne Rooney, Ronaldinho, Frank Lampard, and Xavi, 
giving the impression that one could buy these players upon generating the free coins. If end 
users had fallen victim to the phishing site, phishers would have successfully stolen their infor-
mation for identity theft.  

Free Coins for Online FIFA Players 



 
 
 
 
 

 

Free Coins for Online FIFA Players (continued) 

 
The following are some noteworthy statistics observed about the phishing attack: 
 
 89% of the phishing sites were hosted on free web hosting sites. 
 5% used IP domains (for example, domains that look like 255.255.255.255). 
 13% were typosquatting. (Typosquatting refers to the practice of registering domain 

names that are typo variations of popular Web sites.) 
 The country code top level domains (ccTLDs) most utilized was of Tokelau (.tk) and United 

Kingdom (.uk) with 3% and 0.4% of the phishing attack, respectively.  



 
 
 
 
 

 

April 2011: Spam Subject Line Analysis 

A combination of online pharmacy, counterfeit software, and adult dating spam messages 
made up the top ten subject lines list in April. 



 
 
 
 
 

 

Checklist: Protecting your business, your employees and your customers  

Do 
 Unsubscribe from legitimate mailings that you no longer want to receive. When signing up 

to receive mail, verify what additional items you are opting into at the same time. De-
select items you do not want to receive. 

 Be selective about the Web sites where you register your email address.  
 Avoid publishing your email address on the Internet. Consider alternate options – for ex-

ample, use a separate address when signing up for mailing lists, get multiple addresses for 
multiple purposes, or look into disposable address services. 

 Using directions provided by your mail administrators report missed spam if you have an 
option to do so.  

 Delete all spam. 
 Avoid clicking on suspicious links in email or IM messages as these may be links to spoofed 

websites. We suggest typing web addresses directly in to the browser rather than relying 
upon links within your messages. 

 Always be sure that your operating system is up-to-date with the latest updates, and em-
ploy a comprehensive security suite. For details on Symantec’s offerings of protection visit 
http://www.symantec.com. 

 Consider a reputable antispam solution to handle filtering across your entire organization 
such as Symantec Brightmail messaging security family of solutions.  

 Keep up to date on recent spam trends by visiting the Symantec State of Spam site which is 
located here. 

 
Do Not 
 Open unknown email attachments. These attachments could infect your computer. 
 Reply to spam. Typically the sender’s email address is forged, and replying may only result 

in more spam. 
 Fill out forms in messages that ask for personal or financial information or passwords. A 

reputable company is unlikely to ask for your personal details via email. When in doubt, 
contact the company in question via an independent, trusted mechanism, such as a veri-
fied telephone number, or a known Internet address that you type into a new browser 
window (do not click or cut and paste from a link in the message). 

 Buy products or services from spam messages. 
 Open spam messages. 
 Forward any virus warnings that you receive through email. These are often hoaxes. 
 
 
 
 
 
 
 
 
 
* Spam data is based on messages passing through Symantec Probe Network.  
* Phishing data is aggregated from a combination of sources including strategic partners, customers and security solutions. 

http://www.symantec.com
http://www.symantec.com/spam

