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The effect of the Rustock shutdown from & $
the previous month continued this month.

After falling 27.43 percent in March, the average daily spam volume fell another 5.35 percent in
April. Compared to a year ago, it is down 65.42 percent. Overall, spam made up 74.81 percent
of all messages in April, compared with 74.68 percent in March. Going back a year, the per-
centage of spam was 89.22 percent in April 2010.

The overall phishing landscape increased by 15.61 percent this month. Automated toolkits and
unique domains increased in comparison to the previous month. Phishing websites created by
automated toolkits increased by about 26.19 percent, while unique URLs increased by 12.29
percent. Phishing websites with IP domains (for e.g. domains like http://255.255.255.255) also
increased slightly by about 5.48 percent, and webhosting services comprised 12 percent of all
phishing, an increase of 10.3 percent from the previous month. The number of non-English
phishing sites saw an increase of 16.23 percent. Among non-English phishing sites Portuguese,
Italian and Spanish were the highest in April.

The following trends are highlighted in the May 2011 report:

e Fallout from the Death of Osama Bin Laden
e Spammer Wishes You Happy Mother’s Day
e Let the Games Begin!

e Free Coins for Online FIFA Players

e April 2011: Spam Subject Line Analysis
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Metrics Digest

Global Spam Categories ge;t;iory April &2?5? .
Adult 2% <1% +2
Financial 7% 7% No change
Fraud 4% 4% No change
Health 5% 4% +1
Internet 51% 52% =1
Leisure 11% 10% +1
419 spam 6% 8% -2
Political <1% <1% No change
Products 11% 12% =1
scams 2% 2% No change
Spam URL TLD Distribution -
(% points)
55.0% 50.0%
info 18.5% 15.7% +2.8
ru 10.1% 18.9% -8.8
net 6.9% 5.7% +1.2
Average Spam Message Size Moreh | Change
(% points)
0-2kb 1.30% 1.99% -0.69
2kb-5kb 68.29% 68.28% +0.01
5kb-10kb 16.18% 15.49% +0.69
10kb+ 14.23% 14.24% -0.01
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Fallout from the Death of Osama Bin Laden

Osama Bin Laden was killed by a CIA-led operation at a mansion in Abbottabad, north of Is-
lamabad. News targeting famous/notorious personalities are often used in email scams. In this
spam sample, the message is poisoned using the news of Osama’s death. The news snippet is
glued in an HTML <title> tag which is invisible to the end user. This is most likely due to the
fact that the spammer uses legitimate news feed to randomize content in the message.

<title>

OCsama Bin Laden was killed not by a drone strike, but up close during
a firefight with U.S. troops. He was not living in a cave when he
died, but in a million-dollar mansion with seven-foot walls just 40
miles from the Pakistani capital, where U.S. forces killed him Sunday.

</title>
The link provided in the message has nothing WINDOWS REPLACEMENT
to do with the news and directs the user to a Compare home window replacement costs, prices, |

. . . . i 1 £ for local !
promotion site as shown in the image here IR Ut Seach Sor locel contractors

-
(right). -

Another spam sample (below) is a typical 419
scam message where the phrase “OSAMA IS
DEAD” is used at the end of the subject line
“Subject: GOODNEWS FROM ROBERT SWAN
MUELLER Il (OSAMA IS DEAD ).”Internet users
may be curious enough to read each and every
news item related to the operation carried out
against Osama.

& GOODNEWS FROM ROBERT SWAN MUELLER 11l (OSAMA IS DEAD ) Cy...f'jﬁl[? We also saw related spam attacks in different |an_

Bl Edt Vew ook Message Hep @
From: AT RoRET Sk MALERS guages. In this Portuguese spam sample (see next
e Rt s o A page), the message claims to show unseen footage
s at the time of Osama’s death. It seems that the
e b i Loy 1 spammer failed to add the malicious link in the
ok VNI s i) o o e s o message. Historically we’ve seen messages such as
f;;‘;';f;’:;'fj;‘;;jf;;“_°”“‘""’°“"‘°‘°""’““°""‘“‘“”“@“‘““ the one shown below perform malicious activity in
o .o ST PR WD the form of downloading binaries and infecting the
— computer.

I am going to mntroduce a code word to you, which you will use in contacting
the bank, because of high rate of Internet scams going on out there on the
internet and you are also advice to contact the bank only with the code word
gwven to you which is IN GOD WE TRUST)

It might be on your notice to know that we have taken out time in screening
through this project as stipulated on our protocol of operation and have
finally confirmed that your contract payment is 100% genuine and hitch free
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Fallout from the Death of Osama Bin Laden (continued)

& osama bin laden o homem mais procurado do planeta e morto

Ele Edt Yew Jooks Message Heb i

From: 05ama bin laden
Date:

To: .
Subject:  0sama bin laden o homem mais procurado do planeta e morto

Subject: osama bin landen the most wanted man on the planet killed
+ 3 o £3 *} - bi i
Comfira tudo sobre a morte do Osama bin Laden It is confirmed that Osama bin Laden is dead

Phot £ 2
fotos do corpo no local da morte FPhotos of dead body.

VIEW

&nbsp, VISUALIZAR Unseen footage.

mmagens meditas
&nbsp,
&nbsp,

Following a historical pattern, we observed more legitimate messages than spam immediately
following the death. After 24-48 hours however, we saw more targeted and sophisticated
spam attacks leveraging this event. In this example, the spammer spoofed a major news or-
ganization and sent a message claiming to show uncensored photos and videos from the raid.

.COIT.

Osama bin Laden estl] muerto (fotos y videos
unpactantes), confirman fuentes de EU - Mundo -

Leer artDeulo complete  Ver Fotos y Videos InUdstos v Sm Convm s

£ rraraan de corren dacty Dreco e envieds
OwreriooOn vt Dres con Ldairodno e 0 Pt dics e priv soded

I | Corntmuyertes Wk Lo Alus | Maxicn | OF | 15950 | Mask
Transiation:

/ - -

Osama bin Laden he is dead (photos and videos shocking), confirmed by
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Fallout from the Death of Osama Bin Laden (continued)

The phishing site shows an auto-running Bin Laden related video in an iframe and asks the
user to click on a link to download a “complete” video. Clicking on that link forces the
download of an .exe file that is detected as Downloader:

s ot erwrwento Deportes

El canal de consulta que concentra '
indicadores relevantes de los prin
mercados bursatiles en el mur

¥ lle Download - Security Warning

Do you wand to run o save ths lde?

OsamabinLadendl I =y T

From . o

Fn | Sewe || Cocs |

( /e s om e Irdemet can e uawhd fhes le hee < an
z potertaly ham your comguler  you 80 not Wt the sousce. 3o not
s of save the software What's the ach?

P scgue Video Completo De

A8 D tnerte S Consmine ] .
Banllll il gy | A o Al ppenis s S
—— . - - - > —- > -
‘‘‘‘‘‘‘‘ i e

Symantec’s Global Intelligence Network observed multiple malicious spam samples In variety
of languages including Portuguese, French, and Spanish. The links in this spam email dump
Downloader onto the victim’s machine, which in turn downloads the actual malware. Further
analysis of these attacks shows that most of the malicious attacks have originated from Brazil,
Europe, and the United States. Below is a list of the subject lines used in these malicious at-
tacks, which refer to videos and photos of Osama Bin Laden:

Subject:VejaVideo emque OSAMA BIN Laden aparece segurando jornal com adata de hoje e desmente
suapossivel morte relatada por OBAMA..

Subject: FW: Incrivel video Osama Bin Laden sendo morto!

Subject: Video proibido mostra momento da execucao de obama

Subject: Fotos Verdadeiras de Osama Bin Laden Morto!



http://www.symantec.com/security_response/writeup.jsp?docid=2002-101518-4323-99
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Spammer Wishes You Happy Mother’s Day

Mother’s Day has presented spammers with a good opportunity to send massive spam cam-
paigns promoting a variety of products. While there were other headline-grabbing events (like
the death of Osama Bin Laden) that spammers could use, they continued to exploit this holi-

Let mom sink her teeth into the impossibly delicious gift of berries - from $19.99 o @ = HighQualty Rephcs I NN WY N :-'uch More! - Unicode (UTF-8) = & b3
Reply Reply all Forward Add to calendar Delete » 2 9 Reply Reply ol Forwerd Add to calendar Delete » 3 O
Mother’s Day Gifts Add contact Replicas Add contact

Let mom sink her teeth into the impossibly delicious gift of k HighQuality Replica N, I N S s

» ~ Berries for Mom! j With MothersDay nght around theComerSpning 15 thePerfect time to pick up a gorgeousReplical
Save up to 50% on sweets for MOM through this offer from our partner Berries http/ rephcasales.ru
hitp./# ol BI4657bacScbB7d4bb3148112157a591bae7df24
Mother's Day Exclusive! Flowers from $19.99 =@ B Otk Dropal Mother's Day Speciel
Reply Reply ol e Add o calaridias Delaia " o Reply Reply all Forward Add to calendar Delete » 2 8-
Exclusive Offer Ultra Diet o
i 1 . ial!
Mother s Day Excluswe' Flowers from $19.99 Diet Drops! Mother's Day Special!
This message is High

v \ Lose 15 Ibs.

Say Thanks Mom! ,
R - by Mother’s Day!
Starting at Wobwymmropmmw i
$10%9 |

VBuy 2 Get 1 FREE! L
Cllck Here To Buy Now

ORDER NOW >

Limited time offer.

MOTHER'S DAY BEST SELLERS - CLICK HERE < Act now. This is a limited time offer good while supplies last.

Let the Games Begin!

Gone are the days when phishing targeted financial brands alone. Phishers today are eyeing
several other sectors to steal users’ confidential information. For the past few months, the
gaming sector has increasingly been a target for phishers. Symantec is actively keeping track of
these phishing sites that spoof gaming brands.

So what’s so lucrative about phishing for gaming site credentials? Gaming sites are popular
with young generations who are passionate about playing and winning more and more games.
Many of these gaming sites have a section for paid members that contain members’ exclusive
games and added features. The primary motive of phishers is to lure users with the hopes of
stealing their credentials to gain access to the members’ section. Since these credentials are in
high demand, phishers also intend to sell stolen usernames and passwords on the Internet.
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Let the Games Begin! (continued)

The following are some noteworthy statistics of phishing on gaming sites for April 2011:

61 percent of the phishing on gaming sites were hosted on free Web hosting sites.

About 17 percent of the phishing on gaming sites utilized typosquatting domains
(Typosquatting refers to the practice of registering domain names that are typo variations of
popular Web sites).

There were several phishing sites in non-English languages including Swedish, Spanish, Italian,
Russian, Portuguese, Dutch, and French.

Free Coins for Online FIFA Players

In the past couple of months, Symantec observed phishing sites that spoofed online FIFA
games. The legitimate game is played by forming a team of footballers purchased with coins.
The more games you win with your team, the more coins you gain. The popular and more
skilled footballers demand a higher number of coins.

The phishing campaign was launched with fake offers of free coins to lure online FIFA players.
One of the phishing sites was purportedly from a player who sympathized with end users who
struggle with the game. The phishing site contained a message from this fictitious player which
expressed the embarrassment one goes through for having a team of low profile footballers.
The message explained that the site would help players generate free coins so that they could
form a more expensive team of footballers. The phishing site prompted users to login with
their email address and password to gain up to 10,000 free coins per day. The phishing pages
featured popular footballers such as Wayne Rooney, Ronaldinho, Frank Lampard, and Xavi,
giving the impression that one could buy these players upon generating the free coins. If end
users had fallen victim to the phishing site, phishers would have successfully stolen their infor-
mation for identity theft.

HELLO!

WHO WILL MAKE YOUR
ULTIMATE TEAM?

35588980 1
g B

- e
FIFR @

ULTIMATE TEAM |

)i

THE PITCH IS WAITING

Please select the options you require for the ultimate FIFA 11 Ultimate Team Experience!

Free 10,000 coins everyday

T Sign In
10000 »

Submit Email :

Password :*
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Free Coins for Online FIFA Players (continued)

EA account Email *

EA account Password *

Cotns 1-110.000 *

The following are some noteworthy statistics observed about the phishing attack:

o 89% of the phishing sites were hosted on free web hosting sites.

e 5% used IP domains (for example, domains that look like 255.255.255.255).

e 13% were typosquatting. (Typosquatting refers to the practice of registering domain
names that are typo variations of popular Web sites.)

e The country code top level domains (ccTLDs) most utilized was of Tokelau (.tk) and United
Kingdom (.uk) with 3% and 0.4% of the phishing attack, respectively.
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April 2011: Spam Subject Line Analysis

No No
Total Spam: April 2011 Top Subject of Total Spam: March 2011 Top Subject of
# | Lines Days | Lines Days
1 | Re:rugirl 24 Re: ru girl 13
2 | Blank Subject line 30 Re: ru girls 11
Re: Windows 7, Office 2010, Adobe CS5
o | 12 Blank Subject line 30
4 | Save-80%-On-Viagra-Levitra-And-Cialis 14 Re: viagrow 7

Re: Windows 7, Office 2010, Adobe CS5

5 | Express Delivery system notification 7 6
6 | Re:Hi 29 Save-80%-0n-Viagra-Levitra-And-Cialis 19
7 | Re: sale wiagrow 7 Hi! 30

Do you have problem with
ErectileDysfunction? ViagraCan help you
and make sure it is a unique drug for

8 | treatinglmpotence. 16 Hi. 30

BuyV!AGRA (SildenafilCitrate) Generic
Tablets — Online Drugstore. ViagraCan
9 | help your ErectileDysfunction 16 Hey! 30

Find Out How You Can Start Making
10 | $6487 a Month At HOME 19 Hey. 30

A combination of online pharmacy, counterfeit software, and adult dating spam messages
made up the top ten subject lines list in April.
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Checklist: Protecting your business, your employees and your customers

Do

e Unsubscribe from legitimate mailings that you no longer want to receive. When signing up
to receive mail, verify what additional items you are opting into at the same time. De-
select items you do not want to receive.

e Be selective about the Web sites where you register your email address.

e Avoid publishing your email address on the Internet. Consider alternate options — for ex-
ample, use a separate address when signing up for mailing lists, get multiple addresses for
multiple purposes, or look into disposable address services.

e Using directions provided by your mail administrators report missed spam if you have an
option to do so.

e Delete all spam.

¢ Avoid clicking on suspicious links in email or IM messages as these may be links to spoofed
websites. We suggest typing web addresses directly in to the browser rather than relying
upon links within your messages.

¢ Always be sure that your operating system is up-to-date with the latest updates, and em-
ploy a comprehensive security suite. For details on Symantec’s offerings of protection visit
http://www.symantec.com.

e Consider a reputable antispam solution to handle filtering across your entire organization
such as Symantec Brightmail messaging security family of solutions.

¢ Keep up to date on recent spam trends by visiting the Symantec State of Spam site which is
located here.

Do Not

e Open unknown email attachments. These attachments could infect your computer.

e Reply to spam. Typically the sender’s email address is forged, and replying may only result
in more spam.

o Fill out forms in messages that ask for personal or financial information or passwords. A
reputable company is unlikely to ask for your personal details via email. When in doubt,
contact the company in question via an independent, trusted mechanism, such as a veri-
fied telephone number, or a known Internet address that you type into a new browser
window (do not click or cut and paste from a link in the message).

e Buy products or services from spam messages.

e Open spam messages.

e Forward any virus warnings that you receive through email. These are often hoaxes.

* Spam data is based on messages passing through Symantec Probe Network.
* Phishing data is aggregated from a combination of sources including strategic partners, customers and security solutions.


http://www.symantec.com
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