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Examining the feasibility of an
European Information Sharing
and Alert System (EISAS)

Criteria to identify European Critical
Infrastructures in the ICT Sector

Brussels, 05th February 2008
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Agenda
e History of the study: why did we do it?
« Some definitions: what do we mean?
« Methodology: how did we proceed?
 Results: what did we find out?
 Next steps: how can be followed up?
* Finalise the study
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Examining the feasibility of a EU-wide information sharing and alert
system

Background

In its COM{2006) 251, the Commission emphasises that public authorities, in Mermber States
and at EU-level, have a key role to play in properly informing users to enable them to
contribute to their own safety and security: "In order fo improve the European capability to
respond to network security threats’ means "to facilitate effective responses to existing and
emerging threats to electroni networks" should be explored This need is being matched by
the Commission's request to ENIS& "o examsing the b of a

sharing and alert system' (Section 3.2.2) Tn 5o doing, the Commission highlights the role of
ENISA in fostering a culture of sesurity in Europe

Scope and Objectives

One of the main objectives of fostering a culture of security is raising awareness on NIS
issues and providing appropriate and timely information on threats, risks and alerts as well as
on good practices. Te this end, the primary responsibility of MT in carying out these
activities to improve national capabilities to respond to NIS threats according to their national
NIS and related policies is acknowledged. However, better cooperation among MS might add
value to those single initiatives. Against this background, the aspect of promoting the
exnchange of information and lessons learnt among M could help achieve the overall goal
(enhancing NI3 in the EU). The tack is primarily targeting at citizens and SMEs (but network
operators and service providers should not be excluded at this point in time) 3

. The expected result is a recommendation whether and if o, how an EU-wide system could be
www.enisa.euro pa .eu realized by combining existing MS' systems
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Motivation
NIS information for citizens and SMEs is important

There is already a lot going on in the Member States, but ...

55
%

.. who?

BURGERCERT

... what?

CASES contact network

-]

... are there gaps”?

. Where'? <@>WAARSCHUWINGSDIENST.NL

... how?

WWW.enisa.europa.el
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Objectlves
Goal: raising awareness on NIS issues
Target group: citizens and SMEs
Base: existing systems

Terms & Definitions
Feasibility Study(!)
Information Sharing & Alerting(?)

NIS Security related Information (Good
Practice & Recent Developments)

Www.enisa.europa.eu
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Methodology of the study

» Analyse the current “state of affairs”
» Develop possible scenario(s)

» Determine the most feasible scenario
» Determine the added value

Start: 09/2006
End: 10/2007

Www.enisa.europa.eu
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Support by a group of Experts

 Nominated by the EU Member States (NLO network)
and the Permanent Stakeholder Group (PSG)

o Expertise in running Information Sharing Systems
o Contribute to the study

> 15 Experts from the Member States &
Switzerland

Www.enisa.europa.eu
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Analyse the current “state of affairs” (|

13 Annex B — Inventory of existing systems

Name, Country Web page Haintainer Language |Type Hodel
ARAKIS, PL ity i ar akis pl CERT Polska/MASK Palish Real ime  |Gowernmental
English Commercial
Research
ARGOS, ML ity i e i nli~portofargos’  [yrie Universiteit Amsterdam |nia Feal ime  |Research
(Softuare)
ATLAS, LIS it itatlas arbor net ARBOR English Dynamic  |Commercial
Feal time
Bichog, ES it cinana) recliis s ferthroyectos! (UNAM-CERT Spanish  |Realfime  |Research
hicho s/ CAIS-RPM
BSI fuer buerger, GE ity i b si-fuer-biuerger el BSI German  |Static Public
Buerger cert, GE o i uerger-cert.de Mcert German  |Dynamic  |Public
CAIDA, LS ity niie, c3ici3 o Cooperative Association far |English Software  |Public
Internet Data Analysis
Carmenis, GE ity i cert- CERT-Verbund German  |Realtime  |Research
werbund.deicarmentisfindex himl
CASES Y, LU o nmi . case s public. uf Minisiere de [Economie et |[French Static Gowernmental
oy Commerce exdérisur Dynarnic
CERT-EE, EE ity i certe e CERT EE Estonian | Static Gowernmental
English Cynarnic
Feal time
CERT-FI, FI ity i, c et fi Finnish Cammunications Finnist Dynamic  |Gavernmental
Fegulatary Autharity Feal ime
NFRT-PT PT - fhannia rart nt CFRT PT - linn Santne Prrtuirn im ea [Statie [Arweramental

Www.enisa.europa.eu
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Analyse the current “state of affairs” (ll

14 Annex C - Inventory of existing sources of

information
Name Vifeblink Topics Info Provider Distribution Language

Adohe it 3ok e comicusionientieme | Wulnerabilities Commercial ! Mailing list English
nlfinces: cfme=sz alert Wendor

Antivirus it iiantivirus about.cotms Wirlzes Cammercial ! Niehsite English

Wendar
Apache it ihttnd apache org Wulnerabilities Cammercial ! Niehsite English
Wendar

Apache hitoihittpd apache orglists himi#tip- | Wulnerabilities Mon-Commercial | Mailing list English
announce

Apache i i apacheweek comfeaturesis | Wulnerabilities Cammercial ! Niehsite English
ecurity-13 Wendar

Aople hitpiidocs info.apple comdarticle btml®a | Wulnerabilities Cammercial ! Niehsite English
i m=e 1792 Wendar

Anple hitolists apple. com/mailmandlistinfolse | Wulnerabilities Commercial ! Mailing list English
CLFity-announce Wendor

Aople — Sanii 3pple camfsuppartisecurity | Mofifications Cammercial ! Niehsite English

Product Wendar

Security

Arkoon hit e arkoon net'F Faveillear koon g | Wulnerakilities Commercial ! ek zite French,
hp Wendor English

AUsCERT bty i 30 sCertard.aus Wulnerabilities CERT Academic | Website English

BEA hitoidew2dew bea comfesourcalibrarys | Wulnerabilities Commercial ! Niehsite English
advisoriesnotificationsindes jsp Wendor

BELMET it icert belnet be Wulnerabilities CERT Niehsite English

CERT

FiimTran bt s carnriteforne coedarchiva WA lnarahilitios Mrmrmareial f rAilir lict Ernlich

First version by ad-hoc WG “CERT Services” 2006

Www.enisa.europa.eu
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DDSI
IST-2000-29202

Support Initiative

Work Package 3
Deliverable DSA

Warning and Information Sharing:

Technical, Legal and Commercial Issues

Final Report of a Workshop held in Brussels
17 - 18 January 2002

Lessons learned in the past

Www.enisa.europa.eu
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Analyse the current “state of affairs” (1V)
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CERT cooperation and’its
further facilitation |

by relevant stakeholders

Deliverable

Www.enisa.europa.eu

Lessons learned in the past
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Discussion Workshop in Brussels
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EISAS validation workshop

Time Frame: Monday, 16.04.2007, 10:30 — 16:45
Meeting Minutes: ENISA

Logistics: (Breaks to be scheduled short-term)
Meeting Venues: Sofitel Hotel in Brussels

Proposed agenda:
(EN = ENISA, EG = Expert Group Members)

10:30 EN  Introduction
EN  Brefing: 12010, COM({2006)251, EC request
11:00 EG  Presentation of existing systems: AT, CH, EE, FI, FR, LT, NL, PL,
PT, UK
13:00 all Lunch
14:00 EN

Presentation of inventories

EN  Presentation of EG input

EG  "Top-down" through the inventories
- systems/software to cover
- systems for base
- systems for sources

EG  Assessment of inventories

AR-NN Enl

Dracantatinn nf Adiffarant cranarine

Expert Group + invitation to EU MS (via NLOS)

Www.enisa.europa.eu
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NIS Information for Home-Users & SMEs
Basic Principles (excerpt)

Use Native Tongue to address

Use understandable language (No “Tech Talk”)
Provide comfortable distribution channels

Deliver as close to the user as possible (Trust)
Avoid Information Overflow

« Do not compete with existing initiatives

Www.enisa.europa.eu
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Thinking “results first” (I): EISAS could be ...

EISAS g®

multilingual —
website N ®
A

EE <
— =

Links to selected
sources of information

... a Europe-wide link portal

14
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Thinking “results first” (11): EISAS could be ...

o

C

Pro

o]
o]
®]
Q
=

Selected sources of

information

EISAS server & website
(only in English)

Sy

£

T

Other ISAS

... a limited Europe-wide information gathering and sharing system

Www.enisa.europa.eu
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Selected sources of e/
information
EISAS E

q central server e

a

8

EISAS multilingual

Sensors (network websites
examiners)
... a centralised, fully fledged Europe-wide system 6

Www.enisa.europa.eu
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But: Following the analysis (I) EISAS should provide

Added value by collecting and sharing good practice

EU knowledge &
moderation

to support national systems!

17
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Following the analysis (1) EISAS should provide
Added value by fostering dialogue

MS National

EU fostering &
facilitation

Other national
ISAS

among the Member States and existing initiatives

Www.enisa.europa.eu
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Following the analysis (111) EISAS should provide

Added value by encouraging synergies

National
server & website]s

National
server & website

Other national ISAS

EU encouragement Salactad soutces ‘?
of information ®

National
server & website |s

&

Other national ISAS

for example to avoid double work

19
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Added value by collecting and sharing good practice

EU knowledge &
moderation
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further develop scenarios and
initiate a proof of concept.

Www.enisa.europa.eu

... involve European experts and ...
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Flnallse_the study

SN AN

EISAS - European Information
Sharing and Alert System

A Feasibility Smdy
2006,/ 2007

21
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Questions, comments, compliments,
threats?

Marco Thorbruegge
Senior Expert CERT
Marco.Thorbruegge@enisa.europa.eu

22
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Thank YOU!

23
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