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Agenda
• History of the study: why did we do it?
• Some definitions: what do we mean?
• Methodology: how did we proceed?
• Results: what did we find out?
• Next steps: how can be followed up?
• Finalise the study
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Formal Background

http://ec.europa.eu/i2010
http://ec.europa.eu/information_so

ciety/doc/com2006251.pdf

http://ec.europa.eu/i2010
http://ec.europa.eu/information_society/doc/com2006251.pdf
http://ec.europa.eu/information_society/doc/com2006251.pdf
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Motivation
NIS information for citizens and SMEs is important

There is already a lot going on in the Member States, but ... 

... how?

... where?

... what?

... where are the gaps?

... who?

... are there gaps?

And finally: what can the EU do?

[...]
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Objectives
• Goal: raising awareness on NIS issues
• Target group: citizens and SMEs
• Base: existing systems

Terms & Definitions
• Feasibility Study(!)
• Information Sharing & Alerting(?)
• NIS Security related Information (Good 

Practice & Recent Developments)
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Methodology of the study

Analyse the current “state of affairs”
Develop possible scenario(s)
Determine the most feasible scenario
Determine the added value

Start: 09/2006
End: 10/2007
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Support by a group of Experts
• Nominated by the EU Member States (NLO network) 

and the Permanent Stakeholder Group (PSG)
• Expertise in running Information Sharing Systems
• Contribute to the study

15 Experts from the Member States & 
Switzerland
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Analyse the current “state of affairs” (I)
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First version by ad-hoc WG “CERT Services” 2006

Analyse the current “state of affairs” (II)
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Analyse the current “state of affairs” (III)

Lessons learned in the past
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Analyse the current “state of affairs” (IV)

Lessons learned in the past
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Discussion Workshop in Brussels

Expert Group + invitation to EU MS (via NLOs)
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NIS Information for Home-Users & SMEs
Basic Principles (excerpt)

• Use Native Tongue to address 
• Use understandable language (No “Tech Talk”)
• Provide comfortable distribution channels
• Deliver as close to the user as possible (Trust)
• Avoid Information Overflow

• Do not compete with existing initiatives
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EISAS
multilingual

website

Links to selected
sources of information

Thinking “results first” (I): EISAS could be ...

... a Europe-wide link portal
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Thinking “results first” (II): EISAS could be ...

... a limited Europe-wide information gathering and sharing system

Central 
Processing

Selected sources of 
information

EISAS server & website           
(only in English)

Other ISAS
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Central
Processing

Selected sources of
information

EISAS
central server

Sensors (network
examiners)

EISAS multilingual
websites

Thinking “results first” (III): EISAS could be ...

... a centralised, fully fledged Europe-wide system
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But: Following the analysis (I) EISAS should provide

to support national systems!
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Following the analysis (II) EISAS should provide

among the Member States and existing initiatives
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Following the analysis (III) EISAS should provide

for example to avoid double work
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Proposal for next steps

Discussion involving all stakeholders, ...

... involving the Member States, ...

... involve European experts and ...

... further develop scenarios and 
initiate a proof of concept.
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Finalise the study

DONE
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Questions, comments, compliments, 
threats?

Marco Thorbruegge
Senior Expert CERT

Marco.Thorbruegge@enisa.europa.eu

mailto:marco.thorbruegge@enisa.europa.eu
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Thank YOU! 
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